NudpopmanuoHHasi naMATKA IS 00y4AIOIIUXCS JJI51 Pa3MelleHns Ha
opuuuanbHbix UHTEpHET-pEcypcax

C KaxIpIM TOJOM MOJIOJCKH B HUHTEPHETE CTAHOBUTHCA OOJIblIE, a
IIKOJbHUKU OJIHM W3 CaMbIX aKTUMBHBIX Noyb3oBarene PyHera. Mexnay Ttewm,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, UHTEPHET HECET U MPOOJIeMBbI. JTa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.
KomnbrorepHbie BUPYChI

KomnbloTepHblii BUPYC — 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX MPOTpPaMM,
OTIMYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBIISIETCS] CIIOCOOHOCTH K Pa3MHOKEHHUIO.

B nomonHeHne K 3TOMY, BHPYChl MOTYT MOBPEIWTH WM IOJHOCTBHIO
YHUUTOXUTh Bce (hailjibl U JaHHbBIE, MIOJKOHTPOJBHBIE MOJIb30BATEN0, OT UMEHU
KOTOpOro ObuIa 3amylieHa 3apak€HHas NporpaMMa, a TakKe MOBPEIUTh WU J1aXKe
YHUUTOXUTH ONIEPALIMOHHYIO CUCTEMY CO BCceMHU (hailyiaMu B 11esioM. B GosbInHCTBE
CJIy4aeB PACHPOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.
MeTozbl 32Tl OT BPEIOHOCHBIX MPOrPaMM:
1. Vcnonp3yil COBpEMEHHbIE ONEPALMOHHBIE CUCTEMBbI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;
2. IlocrossHHO ycraHaBnuBail mautu (UUQPPOBBIE  3aIIATKH, KOTOpPHIE
aBTOMATHUYECKH YCTAHABIIMBAIOTCS C LIETBIO JOPAOTKU MPOrPaMMBbl) U JPyTHE
OOHOBJIEHUSI CBOEH omepaloHHOM cucrteMbl. CkauuBail MX TOJIBKO C
opumansHoro caiita paspadotunka OC. Ecam cymecTtByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;
3. PaGortaii Ha CBOEM KOMITBIOTEpE II0J] TIpaBaMH TIOJIB30BATENs, a HE
aJIMUHUCTpPATOpa. ITO HE MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;
4. Ucnonp3yih  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOJIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJIICHHEM 0a3;
Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;
Hcnonb3yit BHENTHUE HOCUTENU WH(OPMAITNH, TaKKe Kak (IIeIiKa, JUCK U
¢daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOYHUKOB,;
7. He oTkpbiBaii KOMIIBIOTEpHBIC (Dailsibl, MOTYyYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (paitipl, KOTOpbIC MPUCIAT TBOW 3HAKOMBIN. Jlydire
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE HX.
Cern WI-FI

Wi-Fi - 310 He BuJ mepeayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OPCHI,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIAHUSI 3aperucTpupoBajna OpeH.I
«WECA», uto o6o3nauano cioBocoueranue «Wireless Fidelity», koTopsbrit
NEePEeBOAUTCS KaK «OecpOBOAHAS TOUHOCTDY.

Jlo Hailero BpeMeHH JIoluia apyras abbpeBuarypa, KoTopas sBJIsS€TCS TaKOU
ke TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HaMEKOM Ha CTaHJapT BBICIINN 3ByKOBOM TexHuku Hi-Fi, 4To B mepeBoie o3Havaer
«BBICOKAsi TOYHOCTBY.

Jla, GecriaTHBIA MHTEPHET-AOCTYM B Kade, OTEeNIAX U adpoIopTax SBISIETCS
OTJIMYHOM BO3MOXHOCTBIO BbIX0/1a B MUHTEpHET. HO MHOTME 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynasie Wi-Fi cetn He SBISIOTCS 0€30IMaCHBIMU.
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CoBetsbl 10 0e30mMacHOCTH paboTe B 00men0CTyMHBIX ceTsx Wi-fi:

1.

He nepenaBaii cBO JIMYHYIO WHGOpMAIHMIO depe3 olmienoctymnabie Wi-Fi
cetu. Paboras B HUX, jKelaTeIbHO HE BBOJAMTH MAPOJIM JIOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA;

Hcnons3yit 1 OOHOBIIAM aHTUBUPYCHBIE MporpaMMmbl U OpaHamayep. Tem
caMbIM Thl 00€30IacHIlb ce0sl OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

[Tpu ucnons3zoBanuu Wi-Fi otkimoun ¢pynkiuto «OO0mui noctyn k daiaam
u mpuHTepam». JlanHas (QyHKIUS 3aKppiTa IO yMOJYaHUIO, OJHAKO
HEKOTOPBIE TTOJIb30BATEIM AKTUBHPYIOT €€ IS yI0OCTBA MCIIOJIB30BAHUS B
paboTe win y4eoe;

He ucnone3yit myonuunsiii WI-FI 17151 nepenaun AMUHBIX JaHHBIX, HAIPUMED
JUTSI BBIXO/Ia B CONMATIBHBIC CETH WJTH B DJICKTPOHHYIO TTOUTY;

HNnonb3yh Toneko 3ammuuienHoe coequnenue yepe3s HTTPS, a ne HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO «https://»;

B MoOunpHOM Tenedone otkiaroun ¢(yHkimo «[logkmouenune k Wi-Fi
aBTOMaTH4ecKn». He momyckaii aBBTOMaTHYECKOT0 MOKIIOUEHUS YCTPOCTBA
k cetaM Wi-Fi 6e3 TBoero cornacusi.

ConunajabHble CeTH

CO]_II/IEUIBHI)IG CCTHU AKTHBHO BXO/AT B HAIlly JKHU3Hb, MHOT'HMC JIFOAU pa60Ta}0T

W JKUBYT TaM IOCTOSIHHO, a B Facebook yike 3apeructpupoBan MUIIHapa 4€JIOBEK,
qTO SIBJISICTCSI OJHOM CEAbMOM BCEX JKUTEIICH MIaHETHI.

MHorue nojab30BaTeIn HE IIOHUMAIOT, 4TO I/IH(l)OpMaI_[I/ISI, pasMCiCHHass UMHA

B COIIMAJIbHBIX CETSAX, MOXKET OBITh HaWJeHAa M HCIIOJIb30BaHA KEM YTOJHO, B TOM
YyHUCle HEe 00513aTeIbHO ¢ 0JaruMu HaMEepPEHUSAMH.
OCHOBHBIE COBETHI 10 0€30MTaCHOCTH B COLIMATBHBIX CETAX:

1.

2.

OrpaHuyb CIIMCOK Apy3ei. Y Te0s B Ipy3bsAX HE AOHKHO OBITh CITyYalHbBIX U
HE3HAKOMBIX JIIOJICH;

3amuinai cBOI 4acCTHYIO *u3Hb. He yka3wiBail mapoinu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJEHUS U IPYTYIO JIMYHYIO HH()OPMALIKIO. 37T0YMBIIIICHHUKH
MOTYT MCIOIb30BaTh Ja)ke MHPOPMALMIO O TOM, KaK Thl U TBOU POJUTENN
IUTAHUPYETE NPOBECTH KAHUKYJIBL;

3amuinai CBOIO PEIyTaIuio - IEPKH €€ B YUCTOTE U 3aj/iaBail cebe BOmpoc:
XoTen ObI Thl, YTOOBI IPYTUE MOJIB30BATENHN BUACIHU, YTO Thl 3arpyKaeuib?
[Togymaii, mpexkJie YeM 4TO-TO ONMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

Ecnu Thl TOBOpHILB C JIOJbMH, KOTOPBIX HE 3HAEllb, HE MCIOJIb3YH CBOE
peargbHOEe MMS U JPYIyIO JIMYHYI0 MH(GOpMAIMU: UMs, MECTO >KUTEIbCTBA,
MECTO y4eObl U IIpoyee;

N36erait pasmenienus dororpaduit B MHTEpHETE, e Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAECIUTHh TBOE MECTOTIOJIOKEHHE;

[Tpu peructpanuu B COUAIBbHON CETH HEOOXOUMO HUCIIOJIB30BATh CIOKHBIE
MapoJIH, COCTOSIIINE U3 OYKB M IM(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;
Jljis coumanbHOM CeTH, OYTHI U IPYTUX CAUTOB HEOOXOIUMO HCIIOIb30BaTh
pas3Hbie napoiu. Toraa ecinu Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOTyYat
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHBbIE JeHbIH



DJNEeKTPOHHBIE JEHBIU — 3TO OYEHb YAOOHBIA CHOCOO MaTexel, OJHAKO
CYILLECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3T JEHBIU.

DIEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJABHO M UMEHHO M3-3a OTOT'O BO
MHOTHX I'OCYyAapCTBax J0 CUX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke OHM (yHKIIMOHUPYIOT M O HUX YK€ ITPOIKUCAHO B 3aKOHE, IJIE€ UX
pa3ensaoT Ha HECKOJIBKO BUJIOB — AaHOHHMMHBIE M HE aHOHMMHBIE. Pa3HuIa B TOM,
4YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKAIINY TTOTH30BATENs, & B HEAHOHUMHBIX HICHTU()UKAIINY TT0JTH30BaTENs
SBIISIETCS] 00S3aTEIHHOM.

Taxkxe craemyer pa3nuuyaTh DSJICKTPOHHBbIC (UATHBIE J€HbI'M (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJJICKTPOHHBbIE He(dUATHBIC JCHLIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHBIMU JI€HbIAMU:

1. TlpuBsku K cueTy MOOMJIBHBIN TenedoH. ITO camblii yAOOHBIM U OBICTPHII
c1oco0 BOCCTAaHOBUTH JIOCTYI K cuery. [IpuBsi3aHHBIN TenepOH MOMOXKET,
ecin 3a0yJelib CBOW IUIATEXHBIM MMapojib WM 3aifjienib Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. WUcnone3yit oaHopa3zoBble maponu. Ilocne mnepexoga Ha yCHIEHHYIO
aBTOpU3aLIMIO TeOE yke He OyIeT yIpoKaTh ONACHOCTh KPaXKu WX IepexBara
IUIATEKHOTO MAapOJIs;

3. Breibepu cnoxHblii maponb. [Ipectymamkam Oyaer He MpOCTO yraaaTh
CJIOKHBIN ITaposib. Haje:xHble mapoam — 3TO napoJiv, KOTOPbIE COAEPKAT HE
MEHee 8 3HAKOB U BKJIIOYAIOT B €051 CTPOUYHBIE U MPONKUCHBIE OYKBBI, HIUPPbI
Y HECKOJIbKO CUMBOJIOB, TAaKHE KaK 3HAaK J10Ju1apa, GyHTa, BOCKIMIATEIbHBIN
3HaK u T.1. Hampumep, $tROng!;;

4. He BBOAM CBOU JTUYHbBIE JaHHBIE HA CaliTaXx, KOTOPHIM HE TOBEPSIEILIb.

DJIeKTPOHHAS MOYTA

DNeKTpOHHAs 10YTa — 3TO TEXHOJIOTUS U IPENOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOIYYECHUIO AIEKTPOHHBIX COOOIEHUH, KOTOPBIE paCIpeiesoTCs B
KOMITBIOTEPHOU CETH.

OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIMK BBIMISIUT CIEAYIOIKUM 00pa3zoMm:
UMS_TI0JIb30BATENIA(@HUMS_TOMEHA.

Takke KpoMe nepefayd NpOCTOrO TEKCTa, MMEETCS BO3MOXKHOCTH I€peJaBaTh
(baibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hano BbIOpaTh NpaBUIIbHBINA MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp O€CIIaTHBIX TOYTOBBIX CEPBUCOB, OHAKO JIyUIlle JOBEPATH TEM, KOTO
3HACIIb U KTO IEPBBIM B PEUTUHTE;

2. He yxa3biBail B IM4HOM mouTe JM4uHYy0 uMHpopmaruio. Hanpumep, nydiie
BbIOpaTh «My3bIKaNbHBIN _(paHaT@» mm «pok2013» BmecTo «Temal3y;

3. Hcnonb3yit ABYX3TAMHYIO aBTOPU3ALIMIO. DTO KOT/1a IOMUMO MapoJsl HYKHO
BBOJIUTH KOJI, IpUChUIaeMblil 1o SMS;

4. Bwibepu crnoXHBIN Mapoiib. sl KaKI0T0 MOYTOBOTO SIIUKA JOJKEH OBITH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;



5. Ecnu ecTh BO3MOKHOCTh HAITMCATh CAMOMY CBOU JIMYHBIN BOIIPOC, UCTIOIB3YH
3Ty BO3MOXHOCTB;
6. Vcnonp3yit HECKOJIBKO MOYTOBBIX SIIIMKOB. [1epBbIii /151 YaCTHOM MEepeUCKU
C agpecaTaMy, KOTOPBIM Thl AOBEPSEUIb. DTO JIEKTPOHHBIA a/Ipec HE HAA0
UCII0JIb30BaTh NIPU PEruCcTpaliui Ha (opyMax u cailTax;
7. He otkpbiBaii haifsibl 1 Jpyrue BIOXKEHHS B TUChMaX JJaXKe €CIIM OHU MPUIILIA
OT TBOMX Jipy3eil. JIydilie yTouHH y HUX, OTIPABIISUIN JIK OHU T€OE ATH (ailsibl;
8. Ilocne okoH4yaHust pabOTHI HA TOYTOBOM CEpPBUCE Tepe]] 3aKPHITUEM BKJIAIKH
C caiiToM He 3a0yabp HAKaTh Ha « BRIATHY.
KubepOy/JIMHT WM BUPTYaJIbHOE U3/1€BaTeIbCTBO

KubepOymmmHar —  mpeclieioBaHWEe  COOOIICHHUSMHU,  COJEpKaIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJINTAHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITUHTOM:

1. He Opocaiics B 60ii. Jlydmuii croco6: MOCOBETOBATHCS Kak ceOsl BECTH W,
€CJIM HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHAYaJIe yCOKOoUThes. Eciu
Thl HaYHEIIb OTBEYaTh OCKOPOJICHUSIMH HA OCKOPOJIEHUS, TO TOJIBKO €Ille
OO0JIBIIIE PA30XKKEITH KOHPIUKT;

VYrpapistit cBoel KubeppernyTaimei;
3. AHOHUMHOCTH B ceTd MHUMasi. CylIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;
4. He crouT BecTM XyJMIaHCKUU o0pa3 BUPTyaJbHOM >kKu3HU. MHTepHer
(buUKCUpYyeT BCe TBOU JECUCTBUS U COXpPAHAET UX. Y JAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;
Co0urofaii cBOM BUPTYAJIbHYIO Y€CTh CMOJIONY;
UrHopupyii  eauHuuHbld  HeratuB. OAHOpPa3oBbIE  OCKOPOMUTENIbHbBIE
COOOIIeHHs JTy4llle UrHopupoBaTh. OOBIYHO arpeccus MNpeKpailaercs Ha
HayvaJIbHOM CTaJIuM;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMHU, B
COIIMAJIBHBIX CETSIX €CTh BO3MOXXHOCTH OJIOKUPOBKU OTIIPABKH COOOIICHUI C
OIPENIEIICHHBIX aJPECOB;
8. Ecmu Th1 cBumerens kubOepOy/umMHTa. TBOM ACHCTBUS: BBICTYNHUTH MPOTUB
npeciaeaoBaTeNsl, I0Ka3aTh EMY, UTO €ro JeHCTBUS OLIEHUBAIOTCSI HETATUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOH Hy,Ha MCUXOJIOTHYECKasi TOMOIIb, COOOLIUTh
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEICHUS B CETH.
MooOuiabHbId TesedoH

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
(GyHKIIMOHAT, W Temepb OHM MOTYT KOHKYPHUPOBaTb CO CTallMOHAPHBIMU
KoMIiboTepamMu. OHAKO, CPEACTB 3aLIUTHI JIs1 MOJOOHBIX YCTPOMUCTB MIOKA OYEHB
Maro.

TecTupoBaHKe U TOUCK YSI3BUMOCTEM B HUX MPOUCXOAUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpemeHnHble MOOWJIBbHBIE Opay3epbl yKe€ MPaKTUYECKH JOTHAIU
HACTOJIbHBIC AaHAJIOTH, OJHAKO pacuiupeHue (QyHKIMOHAJIa BIEYET 3a COOOM
OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.
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Jlaneko He Bce MPOMU3BOAMUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MACHOCTH MOOUIILHOTO TesieoHa:

1. Huyero He siBNsieTCA MO-HACTOSIIEMY OecIulaTHBIM. byab 0cTOpOXeH, Belb
Korja tede mpeayiaraloT OecriaTHbIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI
KaKHEe-TO IJIATHBIE YCIIYTH;

2. Hdywmaii, npexae yem otnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACIIID,

r7ie OH1 OyIyT B KOHEYHOM UTOTE?

Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 11 MOOUIIBLHBIX TeNe(OHOB;

He 3arpyxaii npujio)keHHsl OT HEM3BECTHOI'O MCTOYHHKA, BEJAb OHU MOTYT
CoJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHE;

6. Ilocme Toro kaxk THI BBIMEHIH C CaliTa, TA€ BBOAWJ JUYHYIO WH(OPMALIHUIO,
3aiii B HACTPOIKU Opay3epa u ynainu cookies;

7. Ileproguuecku MpoBepsii Kakue IJIaTHBIE YCIYT'M aKTUBHUPOBAaHbI Ha TBOEM
HOMEpE;

8. laBail cBoii HOMEp MOOWJIBHOTO Teie(OoHA TOJBKO JIIOASIM, KOTOPBIX ThI
3HaeIlb U KOMY JOBEPSCILb;

9. Bluetooth momxeH OBITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yembcs. He
3a0bIBail MHOT1a IPOBEPSITH 3TO.

Online urpsbi

CoBpeMEHHbIE  OHJIAHH-UTPBl — 3TO KpacOYyHbIe, 3aXBaTbIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONIME COTHHU ThICSY YEJOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JTaHHBIH UM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CPaKaIOTCS C MOHCTPAMHM W TIOJY4YalOT ONBIT. 3a YAOBOJBCTBUE OHM IUJIATST:
MOKYMNAaroT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce atu cpeacTBa uayT Ha NOJJAEP/KAHUE U Pa3BUTHE UI'PBI, @ TAKXKE HA caMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HBIX urpax CTOUT 0nacaThCsi HE CTOJIBKO CBOMX CONIEPHUKOB, CKOJIBKO
Kpa)ki TBOET0 NapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnu npyroit urpok BeneT ceds MIOXO0 WM CO3JaeT TeOe HENpPUATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Tloxanyiica aiMUHHCTPATOpaM UIPhbl Ha IJIOXO€ MOBEACHUE ATOT0 UTPOKa,

KeaTelIbHO PUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yxa3biBail tuuHyo nHGopMaluio B mpodaiisie urpsr;

YBaxkail Ipyrux y4aCTHHUKOB I10 UIPE;

He ycranaBnuBait HeopuInanbHbIe TATIYN U MOJIBI;

Hcnonp3yi CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBUpYC. 1loka Thl urpaemisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIUHT WM KPAXKa JTHYHBIX JAHHBIX
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OObIYHOM Kpaskel JAEHEr W JOKYMEHTOB CETOJIHS y)K€ HHUKOTO HE yJIWBHUIIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIUIEHHUKA NEPEMECTUINCh B
UHTEPHET, U MIPOJOJDKAIOT 3aHUMAThCS «IFOOMMBIMY JIEJIOM.

Tax mosBuiach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIMHT,
IJIaBHAs LEJdb KOTOPOTO COCTOUT B MOJYYEHMHM KOH(PHUIEHIUAIBbHBIX JaHHBIX
10JIb30BaTeNe — JIOTMHOB U naposeil. Ha anrnumiickoM si3pike phishing unraercs
kak ummHr (0T fishing — prIOHas J10BIIA, password — mapoJib).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI o103peBaciiib, 4YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKMpOBaTb €€ M COOOLIUTh
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnonp3yit Oe3omacHble BeO-CAThl, B TOM YHWCIE, HHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. HUcnone3yll cinokHble W pas3Hble mapoiu. Takum oOpa3zom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKY IIOJIy4aT JJOCTYII TOJIBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B310MaIH, TO HEOOXOIUMO MPENYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBIEHBl y TeOsA B APY3bsAX, O TOM, YTO TeOS B3JIOMAIH W,
BO3MOXKHO, OT TBOEr0 HMMEHM OyJeT pacchbUlaTbCcs CllaM U CCBUIKM Ha
(UIIMHTOBBIE CANTHI;

VYcranoBu HagexHbll napodib (PIN) Ha MOOMIBHBIM TenedoH;

OTkJI0uM cOXpaHEeHue napoJsi B Opaysepe;

He oTkpbIBaii aitnbl 1 Apyrue BIOKEHUS B MHUCbMaX Ja)Ke €CJIM OHU PUIILTA
OT TBOUX Apy3ei. JIydille yToUHU y HUX, OTIPABIISIIN JIK OHU T€O€E 3TH (Dailiibl;
Hudposas penyrauus

[udposas penyTarus - 3T0 HEraTUBHAs WM MO3UTUBHASI MH(OPMALIHS B CETH
o tebe. Komnpomerupyromass uHpopmanus pa3MelieHHas B UHTEPHETE MOXKET
CEphE3HBIM 00Pa30M OTPA3UTHCS HA TBOCH PEaTbHON KU3HH.

«IudpoBas pemyranus» - 3TO TBOW UMUK, KOTOPBIM ¢dopMHUpyeTCs U3
uH(popmaIuu o Tede B UHTEPHETE.

TBoe MecTo IKUTENhCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJIOXKECHHE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MnoApOCTKH JIETKOMBICICEHHO OTHOCATCA K NyOJIMKAIUU JTUYHON
uHpopmanuu B MHTEepHETE, HE MOHKMMAasi BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadusi, pa3MelieHHas S5 JeT Ha3ajl, craja
MPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenienue TBoux GoTtorpaguii u Ipyrue IeUcTBUS MOTYT
HE UCYE3HYTh JIaXe TMOCIIe TOT0, KaK Thl X YAAJIHIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty HH(OpMaIIHIO, IToNaia JIM OHa B IOUCKOBBIE CUCTEMbI U COXPaHWIACh JIU OHA, a
IJIABHOE: YTO MOJIyMArOT 0 Te0e OKpYyXkKarolee JItoI1, KOTOPhIe HAWIYT U YBUJAT 3TO.
Haiitn uHpOpMaIMi0O MHOTO JIET CIyCTS CMOXET 000 — Kak M3 J00pbIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUUYUHUTH BPEJl. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(PPOBOI peryTalUu:

1. Tlomymaii, mpexxae 4eM 4To-TO MyOJMKOBaTh M MepedaBaTh y cedst B Oiore
WA B COIMATIBHOM CETH;
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2. B mnactpoiikax mnpoduis yCTaHOBM OTpaHHYEHHS HA MPOCMOTP TBOETO
npouiIs U €ro CoAEP>KUMOTr0, CIETal ero TOJIBKO «JUIs IpYy3eiD»;
3. He pa3Memail u He ykaspiBail MHpOpPMAIUIO, KOTOpas MOXET KOro-iauoo

OCKOPOJIATH MJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE  IIKOJbHUKW—  aKTUBHBIE  IIOJIB30BATENU  LU(PPOBOTO
npoctpancTBa. OAHAKO JAlEeKO HE BCE 3HAIOT, YTO II0JIb30BAHUE MHOTMMU
BO3MOXKHOCTSIMH ~ IIU(PpOBOrO  Mupa TpeOyeT  CcOONMIOJAeHHs TpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCA K Pa3IUYHBIM
TBOPEHHUSM YEJIOBEUECKOrO yMa, HayMHAas C HOBBIX HM300pPETCHHUN M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMH,
doTorpapusMu, KHHOPHIBEMAMHU U MY3bIKAJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TpaBa — 3TO MpaBa HAa HMHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTH Ha
IIPOU3BENICHUS HAYKH, JTUTEPATyphl U UCKYCCTBA.

ABTOpCKHE TpaBa BBICTYMAlOT B KauyeCTBE TapaHTUU TOTO, 4YTO
MHTEJJICKTYaJIbHBIA/TBOPUECKUI TPYJ aBTOpa HE OyJEeT HamlpacHbIM, JacT €My
CHpaBeIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yiIbTaTax CBOETO TPY/a, MOIYUUTh
U3BECTHOCTH U MTPU3HAHUE.

Hukrto 6e3 paspemieHus aBTOpa HE MOXET BOCHPOM3BOAUTH €TI0
POU3BEJECHUE, pACIPOCTPAHATh, NYOJUYHO JEMOHCTPUPOBATh, MPOAABATH,
UMIIOPTUPOBATH, MyCKATh B POKAT, ITyOJINIHO UCTIONHSATH, TOKA3bIBATH/UCIOTHATh
B a(upe wiu pasmeniars B IHTepHere.

Hcnonb3oBaHne «IMHUPATCKOr0» MPOrPAMMHOTO  OOECHEUYEHUS] MOXKET
OpPUBECTH K MHOTUM pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOMCTBA, IIE€ YCTAHOBIICHHBIHN HE JieraibHast mporpamma. He
CTOUT TaK)Ke 3a0bIBaTh, YTO CYIIECTBYET JIETajbHble M OECIUIaTHbIE MPOTrPAMMBbI,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CereBru4OK.p(h — TBOI IJIaBHBIM COBETUMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETU MOHSATHBIM U JOCTYIIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B
KOHKYpCax M CTaTh CAaMbIM ITU(PPOBBIM IpasKIaHUHOM !



